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What does Data Protection Mean to You?





The History of Data Protection

• 1950 EU Convention on Human Rights introduces privacy
• 1980 OECD guidelines on trans border data flows
• 1981 EU Treaty 108 - the 8 principals for protecting personal data
• 1995 EU Data Protection Directive
• 1998 Human Rights Act (Article 8 ‘right to privacy’) 
• 1998 Data Protection Act (DPA 1998)
• 2016 EU GDPR approved, becomes law 25th May 2018



1. Processed lawfully, fairly and in a transparent manner 
(lawfulness, fairness, transparency)

2. Collected for specified, explicit and legitimate purposes 
(purpose limitation)

3. Adequate, relevant and limited to what is necessary
(data minimisation)

4. Accurate and, where necessary, kept up to date
(accuracy)

5. Retained only for as long as necessary
(storage limitation)

6. Processed in an appropriate manner to maintain security
(integrity and confidentiality)

Data Protection Principles



• Right to be informed
• Access (Subject Access Request or DSAR)*

• * DSAR – 1 month to comply. 
• * Fees are abolished

• Correction (rectification)
• Erasure (‘right to be forgotten’)
• Restriction of processing
• Data portability
• Right to object
• Right to Compensation

YOUR RIGHTS AS A DATA SUBJECT



Data Controller

“The organisation that determines the purposes and 
means of processing the personal data” 

Controller



Data Processor

“A natural or legal person, public authority, agency 
or other body that processes personal data on 

behalf of the controller.” 

Processor



Joint and Severable Liability



Protecting Personal Data

What is the largest cause of data breaches?







How long do I have to report a breach?







• Use really long passwords
• Use different passwords for

• Work
• Social Media
• Bank Accounts

• Use only approved data sharing 
systems

• Use only approved applications. 
• Only used encrypted USBs
• Shred sensitive documents

• Keep personal and work data separate

What can we do to protect our data?





How does GDPR effect my Company?
This is a change in culture – there is no technological magic bullet.

Data Protection Officer 
• Independent, not necessarily full time and can be outsourced.

Data Compliance team;
• Data Processors – (administrators)
• IT
• Department Heads or nominees

Regular agenda item on board meetings.
Review your third party contracts and controls
(customers and suppliers).

Be seen to be making progress towards “Data Protection By Design and Default”.



Data Protection Officer
The difference between the regulation and member state law



Data Protection Officer
The difference between the regulation and member state law



• Independent – cannot be a processor
• Single point of contact for Supervisory Authority 

and Data Subjects
• Assist with Subject Access Requests
• Advise on reportable breaches
• Keep you up to date on GDPR changes
• Protected by the legislation (whistle blower)

The role of the Data Protection Officer



Project phases and timeline

1) Raise awareness and gather information

2) Plan and Prioritise

3) Implement changes

4) Embed change, train and re-train

We are here 25th May10 weeks



1) Raise awareness and gather information

• Inform decision makers on the 
impact of the GDPR. 

• Gather information on current 
practices 

• Conduct information audit

• Review systems and procedures
– Line of Business Applications
– Office 365
– General Files/folders



1) Raise awareness and gather information

2) Plan and Prioritise

• Build Privacy and compliance programme and structure
• Identify and map information flows
• Conduct Data Protection Impact Assessments (DPIA) for riskier activities
• Identify and prioritise



1) Raise awareness and gather information

2) Plan and Prioritise
3) Implement changes

• Review and strengthen technical and security measures
• Internal procedures for breach notification, access requests etc.
• Review and update privacy policies and notices
• Review and audit commissioning supply chain and update contracts
• Implement privacy by design and by default
• Implement changes to key systems

• Line of Business Applications
• Azure Threat Management
• Microsoft Cloud App Security
• Azure Information Protection



1) Raise awareness and gather information

2) Plan and Prioritise
3) Implement changes

4) Embed change, train and re-train



1) Raise awareness and gather information

2) Plan and Prioritise
3) Implement changes

4) Embed change, train and re-train



Summary

• GDPR is a change in organisational culture

• There is no technical magic bullet

• Fines have the potential to be severe

“Data Protection by Design and by Default”

• Individuals can be personally fined

• Departments need to work to embed a 

culture of:



• Registration with ICO
• Policies, Procedures and Document Control
• Privacy Notices
• Subject Access Request Procedures
• Training on and assistance in Data Flow Mapping
• Training on and advice on Data Protection Impact Assessments
• Data Protection E-Learning for Execs and Handlers
• Advice on sub-contract data processing

Compliance Pack

How can we help you?



• Formal registration as Data Protection Officer for your 
organisation

• Telephone and remote advice on all things Data Protection
• Point of contact for Data Subject and Information Commissioner
• Annual Compliance Audit
• Subject Access Request and Breach Management charged on time 

and materials basis.

Data Protection Officer Service

How can we help you?



For more information
Please contact

sales@eugdpr.org.uk


